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Abstract

Larpe-scale wireless sensor networks represent a
new generation of real-time embedded systems with
significantly different communication constrainis from
traditonal networked systems This paper presenis
RAP, a new real-time commurication architecture for
larpe-scale sensor networks. RAP provides convement,
high-level query and evemt services for distributed m-
cro-sennng  applications.  Nowvel  locanon-addressed
communication models are supporied by a scalable

and light-weight network stack. We present and evalu-
ate a new packel scheduling policy called velocuty
monolonic schedulmg that inherently accounts for both
time and distance constraints. We show thar this policy
iz particularty suttable for communicanion scheduling
in sensor networks in which a larpe number of wareless
devices are seamlessly integrated imlo a physical space
o perform real-iime monioring and comtrol. Detanled
simulahions of representative sensor nebwork environ-

ments demonsirare that RAP sigmificantly reduces the
end-to-end deadline mizs ratio in the sensor network.

1. Introduction
With the advances in MEMS devices and embedded

processors and radhos, 1t will soon be feasible to deploy
large-scale sensor networks to perform distributed mi-
cro-sensing and control of physical environments [11].

For example, a surveillance system may use a large
network of acoustic sensors o detect and track vehicles

n & secunty arca. Similary, blometnc sensors can be
deployed 1n airports to detect harmful bio-agents and
1ssue alarms o command and controd centers duning
potential bao-attacks. These smart sensors and actuators
are equipped wath low-power processors and short-
range radio transceavers [9]. They will automatically
form mulb-hop ad hoo networks to communicate both
among themselves and to remote base statons (e,
PIDAs)

Because distnbuted micro-sensing mvolves direct in-
teraction with a physical environment, data commum-

cabion i sensor networks often has bming constraimts

in the form of end-to-end deadlines. Surveallance may
require the posiion of an intruder be reported to a
command center within 15 sec so that pursuing actions

can be imtiated i time. Data in a system may have
different deadhnes due to different validity intervals.

The vahdity intervals (and hence, update deadlines) of
the locations of different intruders such as pedestnans

and motor vehicles may depend on thesrr movement
speeds. For example, locations of tanks have shorter
update deadhnes than those of pedestnans. Simlarly,
the location of an intruder should have a shorter update
deadline than the temperature measurement of a regon
because the former can chanpge faster than the latter.
Sensor network  protocols should support  real-time
communication by mimimizing the packet deadline
miss raiio, 1.c., the percentage of packets that meet
their end-to-end deadlines.

While sensor networks share the noton of trming con-
straints with more tradinonal embedded systems, they
differ in two respects. First, individual sensors are tym-
cally very small in size and resource capacity. Hence,
the philosophy of sensor networks relies on resource
dedication rather than shanng. In other words, individ-
ual sensor devices and nodes are hkely to be dedicated
for mdividual tasks, thereby ehminating much of the
need for sophisticated CPU scheduling in a mulotask

environment.

Second, 1t 15 envisioned that sensor nodes wall operate
in groups, since individual nodes are too hmited and
unrehable to perform useful actvities from the applica-
hon's perspective. Group achivibes regquire coordina-
ton and communicabon among member nodes. Sens-
mg results of groups need to be sent back to base sta-
tons through mult-hop commumcation. Thus, the
main schedulable resource becomes the wireless com-
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mumcation channel. Progress of uwser-level achivibies
and their abahity to meet end-end deadlines are there-

fore determined by scheduling of the commumcabion

medium rather than schedubing of the processor. To-
wards that end, new real-ime commumcabion

architectures are required for ad hoc wireless environ-
MicnLs.

Multu-hop wareless communication scheduling differs
from CPU scheduling in that 1t has an mmherent notion
of distance. In sensor networks, the distance 15 deter-
mined by the physical locations of source and destina-
ton. These locations impose distance constrants on
messages, in addinon to tme constraints, calling for
commumication scheduling pohcies that are cogmizant
of both time and space.

The farst contnbution of this paper 15 RAP, a real-time
communication architecture for larpe-scale wireless
sensor networks. RAP prowvides a set of convemient,
high-level query and event services to real-trme dis-
tnbuted micro-sensing apphcatons. Query and event
services are based on novel location-addressed com-
mumcation models supported by a scalable and hght-
welght network stack.

The second contmbution of RAP 15 a novel Velocuy
Monotonie  Scheduline (VMS) policy suntable for
packet scheduhmg in sensor networks. VMS 15 based on
a noton of packet reguested velociry. Each packet 15
expected to make 1ts end-to-end deadbine 1f 1t can move
toward the destination at 1its requested velocity, which
reflects its local wrgency. Compared wath non-
priontzed packet scheduling, VMS improves the dead-
line miss rabics of sensor networks by miving hagher
prnonty o packels with higher requested veloobies.
VYMS can outperform deadhine-based packet scheduling
because velocity more accurately reflects the local wr-
pency at each hop when packets wath the same deadline
have different distances to their destinations. Assuming
that each sensor knows its own location (using GPS or
other location services [B]), the requested veloaity can
be determuned locally. This property enables VMS o
scale well i large-scale sensor networks.

The final contnbution of this paper 15 a detmled simula-
tron study of the real-tme performance of several rout-
mg protocols and packet scheduling algonthms n a
typical sensor network scenanc. Our simulabon ex-
perniments demonstrate that, for sensors far away from
their base station, RAP reduces the deadline miss ratio
from WL.0% o 179%, compared to existng wireless
commumication protocols (DSR over 802.11b6). To our
best knowledge, ours 1s the first detailed performance
study on deadhine 1ssues in mult-hop wireless sensor
network settings under overload conditions.
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In the followang sections, we discuss the key character-
isiics of sensor networks, present the design of RAP,
report a set of simulabon expenments with sensor net-
work conhgurations, and conclude the paper by sum-
marizng our key results and future work.

2. Real-time Communication in Sensor
MNetworks

In thas section, we descnibe the charactenstics of sensor
networks and communicabon models on sensor net-
works. This analysis serves as a basis for our design of
real-ime communication profocols.

Sensor networks are an mstance of mobile ad hoc net-
works (MANET) [10] that have recently attracted a lot
of interest and visibahty due to their flexibnhity and the
feasibihty of therr deployment at low costs. In general,
mobile ad hoe networks depend on peer-to-peer com-
munication protocols that do not require a fixed infra-
structure such as centralized servers and access paoinis.
Sensor networks are different from ther tradinonal ad
hoc wareless counterparts {composed of laptops and
PDA’s) in that they have a larger scale, higher densaty,
smaller devices, and a bighter interachon wath a physi-
cal environment. Energy conservation 15 critical in sen-
sor networks because of ther long hfetime and form-

factor constramnts, which preclude the use of large bat-
tenies or power supphes.

In most envisioned sensor network apphcabons, a large
number of sensors are deployed 1n an area and a small
number of more powerful nodes (such as PDA’s with
Intermet connections) form possibly mohale interface

stabons which serve as the entry points to the sensor
network. In the followang, we shall call such mterface
stations, base sfafions. A user may query the physical
environment through such base stabons. Alternatively
she may also register for an event. The occurrence of
the event will automatically trigger a specihed query.
A query can specify tming requirements including
rate, start ume, duration, and end-to-end deadhines. For
example, a user can register for a virus_found eventina
rectangular area with coordinates (10, 10,20,20), and
specify a query on the event to report the density of the
detected virus. If a virus 15 found, the density of the
viruses should be reported o the base stabion from
where they are found every 1.5 sec for a durabion of 30
min. Every reading should reach the base station wathin
an end-to-end deadhine of 3 sec.

Communication in a sensor network can be divided
into two categonies: local coordination and sensor-baxe
communication. Before sending information to the base
station, sensors within the local area coordinate among
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themselves to aggregate data and generate a rehable
result. For example, acoustic sensors may need tnangu-
lation among multiple nodes to decide the location of a
tank. Local coordination often occurs within a distance
of one or a few radio radn. Sensor-base communication
15 responsible for reporting the aggregated data to the
base station, which often spans many (e.g., tens of)
hops. Consider & communmicaton radwes of 30 m of
short-range radios transceivers, 1t 15 conceivable (o
have more than 10,000 nodes and tens of hops of
communicaion n a coverage arca of several sguare
kilometers. Since sensor-base communmication typically
travels a much larger number of hops than local coor-
dmation messages, in this paper we focus on the former
type of commumcation.

Unhke IP networks, sensor-base commumication
directly uses location as the target address. Instead of
guerving a sensor wath [D 1002, a user or apphcabion
guenes a peographic region. The identities of sensors
that happen to be located m that region are not impor-
tant. Any sensors n that region that receive the query
may imibate local coordinabon to agerepate the re-
quesied data. A leader may be elected to send the query
result back to the base station. If continuous momtonng
15 required, the gquery may report the desired measure-
ment periodically through the mult-hop ad hoc net-
work. The base stabion can attach 1ts location to the
guery message so that the guery results can also be
addressed by location (assuming no two base stations
are af a same location).

Communication in sensor networks can suffer from
“hot remons”, 1.¢., areas where the network 15 senously
congesied. Hot reprons are often caused by numerous
related events that synchronously tngger a larpe num-
ber of data flows toward the base station. Examples of
related events mclude comrelated measurement of the
same environmental activity, or correlated environ-
mental activibies such as a group of new targets simul-
taneously entering a secunty arca, of a bio-attack on a
part of an wrport. Maximizng the number of packets
that make their deadbines in overload conditions i1s
critical 1n sensor networks.

3. Design of RAP

We now present the design of RAP o support real-time
commumnication 1n large-scale sensor networks. Given

the umique charactenstics of sensor networks, the poal
of RAP includes the followang:

# Provide general service APls that are suitable for
distnbuted micro-sensing and control i sensor
networks
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# Maximize the number of packets meetng ther
end-to-end deadlines

#  Scale well wath large number of nodes and hops

® Iniroduce mimimum commumication and process-

ing overhead.

=

ica APls
Location-Addressad Protocol
Geographic Forwarding RAP
Yelocity Monotonic Scheduling
Priontized MAC

-

Figure 1 The RAP communication architectura

The architecture of RAP 15 shown m 1. Sensing and
control apphcations interact wath RAP through a set of
QuendEvent Service APls. A QuerywEvent Serice
laver submits the query or event registration t0 an arca
The QueryEvent Service at the sensors o that area
then (penodically or aperiodically) sends query results
back to the base station. If an event 15 remstered, the
guery 1s started only 1f the remstered event happens.
The sensor-base commumication 15 supported by a net-
work stack wmcluding a transport-layer Location-
Addressed Protocol (LAP), a Geogpraphe Forwarding
(GF) routing protocol, a Velocity Monotonic (packet)
Scheduling (VMS) layer, and a pnontzed MAC. This
network stack embodies a set of efhaent and localized
algonthms to reduce the end-to-end deadhne miss rabo
of sensor-base communication. This network stack 1s
the focus of this paper.

The coordinabon service 15 responsible of dynamic
eroup management and data aggregation among scn-
sors. (e.g., multple sensors coordinate o determine the
location of a target through mangulaton). The coordi-
nation services are part of our on-gomg research and

not addressed i this paper.

We now descnbe the QuerwEvent service APls and the
network protocol stack i detml i the following sub-
sechions.

A.1. Query/Event Service APls

Applications may submit quenes or register for events
through a set of guervlevent service APls. The API
provides a high-level abstrachon to apphcations by
hiding the specihc location and status of each individ-
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